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Cyber security and avoiding threats – Why Now?
Crime insurance and why “Positive Pay” is a powerful tool to prevent theft

Things I am
going to focus
on today.

Abuse and Molestation coverage – Why its important, costly and the things that can be
done to prevent claims.
Sports programs and sports participation exclusions within insurance policies –
Something to make sure you have paid attention to.
Employment Practices Liability Coverage – Why do I need this?
Directors and Officer Coverage – Those weird claims that do come about.
Dams – Why they are a challenge?
Insurance market availability for lake associations

Good Agents and Good Insureds. A good partnership.

TYPES OF INSURANCE

Types of Insurance
Property

Liability Coverages
•
•
•
•
•
•

General Liability
Automobile
Umbrella/Excess
Workers Compensation
Professional Liability
Sexual Abuse and Molestation

•
•
•
•
•
•
•
•

Buildings
Business Income
Crime
Flood Insurance
Inland Marine
Ocean Cargo
Automobile
Builder’s Risk

Types of Insurance
Management Liability Coverages

• Management Liability Coverages
• Directors and Officers Coverage
• Employment Practices Liability
• Fiduciary
• Cyber Liability – Notification expense versus
Liability
• Accident Coverage
• Participant (and Volunteer) Accident
Coverage

Accident Coverages
• Participant (And Volunteer) Accident Coverage

CYBER SECURITY AND
AVOIDING THREATS

Underwriting
Requirements
Attacks
Premiums

Cybersecurity
Macro Trends

Claims

◦ There is very little new under the sun

Most Cybercrimes
Repeat the same
patterns

◦ Criminal groups have gotten really good at
perfecting one pattern that works reliably
and scaling it up.
◦ This means we have good intelligence about
what’s happening…and how we can prevent
it

Cyber Breach Claim
Examples

Lost Data: An employee’s company laptop was lost on the train.
The laptop contained files of private financial information of the
employer’s customers. The company had to pay for notification to
its customers that its private financial information was no longer
secure. The customers sued the company for damages resulting
from its failure to protect their private financial information. The
notification costs and settlement totaled $350,000.

Troubled Employee: A problematic employee found out that he
was about to be terminated and, in response, stole personal
account details that the business held on its clients, and published
them online. When the clients found out about this, they sued for
invasion of privacy and demand remediation. Total settlement
and defense costs exceeded $600,000.

Social Engineering: Someone posing as the CFO requested the W-2s of all employee
so they could process returns. The controller forwarded the W-2s to the imposter.
Subsequently, false tax returns were filed on behalf of employees. Costs incurred to
date are in excess of $250,000.

Cyber Breach Claim
Examples

Ransomware: A professional services firm experienced a ransomware attack which
encrypted several files on its servers. A ransom of approximately $1,000,000 was
initially demanded. After consulting with these experts, the Insured decided to pay the
ransom. Upon payment of the ransom, the Insured was able to begin the decryption
process. Following an investigation by the forensic firm, it was determined that no
personally identifiable information was compromised as a result of the attack. As a
result of the ransomware attack, the Insured incurred losses of approximately $1.5M,
which was comprised of both the ransom payment as well as fees for the incident
response coach and a forensic firm.

1st party / 3rd party
Network security and privacy liability

Network business interruption

Cyber Liability
Insurance Coverages

Media liability
Errors and omissions

The Insurance Industry has not developed standard
policy language. So the above coverage types are
referenced differently by different carriers.

Notification Costs: This expense is significant because the company bears the burden of both
identifying potential victims, which requires an internal investigation, and providing notification that’s
reasonably calculated to give actual notice.

Cyber
Security –
The types of
issues that
come about

Credit Monitoring: In effect, your cyber insurance policy pays for victims’ insurance policies. Regulators
usually dictate the kind of credit monitoring to provide and it’s a safe bet they will not be satisfied with
the cheapest available protection.

Civil Damages: Most of these liability lawsuits are class actions, with hundreds of thousands of dollars in
damages at a minimum, even for a very small company.

Computer Forensics: This covers costs to hire computer forensics consultants working under the
direction of your attorneys to determine whether a data breach occurred, to contain and prevent further
damage, and to investigate the cause and scope of the breach.

Reputational Damage: Data breaches can have profound PR implications for any business. A preferred
policy will help you handle the potential fallout by covering the damages stemming from brand aversion
due to a cyber incident for a certain amount of time after the breach. It can also help mitigate the
potential cost by paying for PR management experts.

Couch Braunsdorf Cyber Risk Model

Diagnostic interviews

Network security review
Our vision:
Lower total cost of risk for our
insureds though pragmatic and
continuous loss control

Loss control recommendations

Risk transfer negotiations

Ongoing monitoring

MFA (Multi-Factor Authentication) for email access and VPN access
• Remote access and Email at least (DUO for both remote and on-prem MFA implementations.)

Secure Backups
• Implementing an offsite cloud backup
• Implement and test a disaster recovery program

Email security training

Loss control
recommendations

• Phish testing using either Office365/Azure security suite, knowb4.com, or Barracuda phishline

Access audit to determine who has domain admin and local machine admin rights.
• Disallow local admin access and limit domain admin access 1 key party.

Software restriction/Permissions
• This can be done using domain Group Policy or using third party software e.g. ThreatLocker

Mobile Device management for laptops, desktops, phones, etc.
• Disk encryption

Ensure that critical windows server patches are applied within 48 hours.

Hands down – the single most effective
control you can use in 2022

Multifactor

Absolves a multitude of sins

Authentication

Mail, banking, and social media should
absolutely have it enabled. If your provider
doesn’t use it – switch.

Strong, unique passwords are critical

Password
Management

Use a password manager – even the
best of us need one
Make sure you’re using unique
passwords for email, banking, social
media, and critical apps

You cannot protect data that you
don’t know about!

Data Inventory

Go through the inventory process
with your stakeholders
Have the hard conversations about
getting rid of stuff

Limit
• Limit access to data to need-to-know

Reduce
Access to
information

Lead
• Lead by example

Monitor
• Monitor access – and pay attention
when people exceed limits

Whole disk encryption is cheap
insurance against lost or stolen
devices

Whole Disk
Encryption

In 2022 – this isn’t something you
need to buy – it simply needs to be
enabled.
Bitlocker on Windows / FileVault on
Macs / Passcodes on mobile devices

Know your vulnerabilities – scan on
a regular basis

Vulnerability
Management

Most technical hacks have had
patches available for 12-18 months
Patching should largely be
automated – and scheduled

We need to remove the channels via
which malware spread

Limit Damage
Potential

Remove local administrative access
Keep antivirus up-to-date
Pay attention to technical debt (stuff
that can’t be updated)

We need to be able to respond
better - faster

Incident
Response

You will not rise to the occasion –
you will default to your level of
training
Cyber insurance makes a world of
difference when something happens

You don’t have backups until you’ve
successfully restored from them!

Backups

Test, and revisit scope on a periodic
basis

Consider cloud options

SOCIAL ENGINEERING
ISSUES

Social engineering is the term used for a broad range of malicious activities
accomplished through human interactions.

What is Social
Engineering?

It uses psychological manipulation to trick users into making security mistakes or
giving away sensitive information.

Social engineering attacks happen in one or more steps. A perpetrator first
investigates the intended victim to gather necessary background information, such
as potential points of entry and weak security protocols, needed to proceed with
the attack.

Then, the attacker moves to gain the victim’s trust and provide stimuli for
subsequent actions that break security practices, such as revealing sensitive
information or granting access to critical resources.

Social Engineering attack techniques?
Baiting - As its name implies, baiting attacks use a false promise to pique a victim’s greed or curiosity. They lure users into a trap that steals
their personal information or inflicts their systems with malware.
Scareware - Scareware involves victims being bombarded with false alarms and fictitious threats. Users are deceived to think their system is
infected with malware, prompting them to install software that has no real benefit (other than for the perpetrator) or is malware itself.
Pretexting - The attacker usually starts by establishing trust with their victim by impersonating co-workers, police, bank and tax officials, or
other persons who have right-to-know authority. The pretexter asks questions that are ostensibly required to confirm the victim’s identity,
through which they gather important personal data.

Phishing - As one of the most popular social engineering attack types, phishing scams are email and text message campaigns aimed at creating
a sense of urgency, curiosity or fear in victims.

Social Engineering prevention?
1
Don’t open emails and
attachments from
suspicious sources

2
Use multifactor
authentication

3
Be wary of tempting offers

4
Keep your
antivirus/antimalware
software updated

CRIME INSURANCE
AND POSITIVE PAY

Positive pay is a fraud-prevention system offered by most
commercial banks to companies to protect them against forged,
altered, and counterfeit checks.

Crime
Insurance &
Positive Pay

Identity thieves and fraudsters often try to create and cash
counterfeit checks, and those checks could be cashed.
Companies usually provide a list to the bank of the check number,
dollar amount, and account number of each check.
The bank compares the list to the actual checks, flags any that do
not match, and notifies the company.
The company then tells the bank whether or not to cash the check
and the banking officials will do what the company requests of
them.

EMPLOYMENT
PRACTICES LIABILITY

◦ What is employment practices liability
coverage?

EPLI

◦ Employment Practices Liability Insurance
(EPLI) includes coverage for defense costs
and damages related to various
employment-related claims including
allegations of Wrongful Termination,
Discrimination, Workplace Harassment
and Retaliation.

◦ During COVID – EPLI claims skyrocketed.

Retaliation: In a retaliation claim, the employee alleges that they are being
harassed or discriminated against as punishment for speaking out about issues
occurring to others in the workplace. Retaliation claims are often related to pay
cuts or demotions that had nothing to do with the employee’s overall
performance..

EPLI – Claim
examples

Failure to promote: While there are certainly many different types of claims
related to a failure to promote, recent trends show that many of these types of
claims are tied to disability discrimination. Employees often believe that they are
being passed over for promotions because of disabilities such as deafness,
blindness, or even a medical condition such as diabetes. Failure to hire claims are
similar and also very common.

Harassment: While there are many types of harassment claims that employees
can file against your company, the most prevalent type of workplace harassment
is of a sexual nature. Sexual harassment entails unwanted sexual advances both
physical and verbal in nature. It could also include management or other
coworkers requesting sexual favors or services in exchange for promotions

EPLI – Claim examples
Defamation: In defamation claims, employers are accused of making false statements that damage the employee’s reputation at work in some way.

Mismanagement of employee benefits: Employees can also sue if mistakes were made in the management of benefits such as retirement and
healthcare plans
Negligent supervision of employees: Negligent supervision means that the employer has allowed dangerous or harmful conduct to occur in the
workplace. Negligent supervision claims can be related to many issues, some of them being loss of profits and destruction of property.
Negligent evaluation: In a negligent evaluation claim, the employee believes that their performance was unfairly evaluated and that the negative
evaluation does not reflect the quality of the employee’s actual performance.
Invasion of privacy: In an invasion of privacy claim at work, employees believe that their rights are being violated through various surveillance tools
within the office such as computer programs that monitor employee actions and security cameras throughout the office. These types of claims are also on
the rise and are becoming very common.

Discrimination: There are many types of discrimination that can occur at work; discrimination based on race, religion, sex, disability, age, equal pay, national origin,
genetic information, pregnancy, and more. Age-related claims have been rising steadily as America’s workforce has been getting older.

Wrongful demotion or disciplining of an employee: Wrongful demotion can be very similar to negligent evaluation. Often, wrongful demotion claims are related to
discrimination as well, when employees believe that they are being demoted for unlawful reasons that have nothing to do with their performance at work.

Infliction of mental or emotional distress: Intentional infliction of emotional distress occurs when the employer purposely causes emotional distress to employees
by way of some type of conduct that is not fit for the workplace. Again, these types of claims can be intrinsically tied to claims of harassment, discrimination, and
other types of inappropriate workplace conduct.

Wrongful termination of an employee: In a wrongful termination claim, employees believe that they were fired unlawfully, meaning that they lost their job for
reasons that have nothing to do with their performance. When terminating employees, employers must make sure that the employment contract has been breached by
the employee in some way. Wrongful termination claims are rarely won by employees, but they can be long and expensive regardless of the outcome.

EPLI – Claim examples

Penalties

Civil fines

Liabilities for acts of
intentional or
dishonest wrongdoing

Criminal fines

Claims related to
unemployment
benefits

Unpaid wages

Claims related
to workers
compensation

EPLI – What does it not cover?

DIRECTORS AND
OFFICERS

D&O

Volunteer service is no
defense for improper acts.

Many states, however,
provide immunity from
prosecution if the actions
arise out of voluntary
service.

Remember that these laws
are at the state level, and that
they vary from state to state.

A condo or homeowner
association may qualify for
such immunity.

State law cannot provide
immunity from federal
statues such as ERISA, the
Americans with Disabilities
Act, or Civil Rights laws.

◦ D&O insurance is protection against a breach
of "duty" by the directors and officers.

D&O – What
does it cover?

◦ D&O pays for actual or alleged wrong
decisions, what the policy calls "wrongful acts."
◦ Although each insurer defines coverage in its
own way, D&O insurance generally includes:
"any actual or alleged act or omission, error,
misstatement, misleading statement, neglect, or
breach of duty by an Insured Person in the
discharge of his/her duties."

Employment-related issues such as discrimination,
harassment, and wrongful termination.

D&O – Claim
examples

An owner claims you have failed to provide
adequate security.

Someone files a suit alleging racial discrimination.

An owner claims you have misused funds or
mismanaged assets.

D&O – Failure to Provide Insurance

Failure to Provide Insurance Exclusion
This exclusion exists in about a quarter of the policies I see for
condominium association organizations.
It removes coverage for suits by alleging that you did not buy the
right insurance or enough insurance.
If you see this exclusion in your policy, ask that it be removed.

ABUSE &
MOLESTATION

◦ Change in Statute of Limitations – This date I
believe has now passed but what happened was that
it allowed for a significant number of claims to be
filed and insurance companies got really concerned.
I believe the date was November 30, 2021

Abuse and
Molestation

◦ What can be done?
◦ Assess, Prevent and Respond – Insurance
companies often have relationships with vendors
that specialize in preventing abuse claims. Take
advantage of them and work with your agent to
better understand the often free offerings and
services provided.

Abuse and
Molestation
Coverage

 Prevention Strategies may include
 Policies – Development, review and
implementation
 Screening and Selection – of hiring and
doing background checks – Especially
where kids are involved.
 Training – Training can be handing out the
policies and asking people to sign off but
it can also be more than this.
 Monitoring and Supervision
 Internal Feedback Systems
 Consumer Participation – The best
programs work when they have the buy in
from the Executive team.

SPORTS PROGRAMS AND
SPORTS PARTICIPATION
EXCLUSIONS

Sports programs and sports
participation exclusions within
insurance policies

◦ This is very concerning and a good insurance
agent should fight to have this exclusion
removed from any lake association policy.
Especially those that are participating in the
HUB lakes or similar sports programs.

DAMS

Dams
◦ Dam Failure
◦ The failure of a dam has the potential for loss of life and
catastrophic impact on communities, private property and
public works downstream.
◦ The data shows that there are approximately 10 to 20
failures per year involving uncontrolled release of
reservoirs.
◦ Failure of even small dams can result in serious injuries,
fatalities, disruption of business operations, damage to
critical infrastructure and other extensive property damage.

Dams
◦ Some insurance companies shy away from
associations with dams as their reinsurance
agreements will not cover them.

Dams

◦ Some insurance companies shy away from
associations with dams as their reinsurance
agreements will not cover them.

BROKERS & AGENTS

Qualities of a good
agent/broker
◦ Just like with any relationship – What you put in, is often
what you get out.
◦ Qualities of a good Broker
◦ Dedication
◦ Communication
◦ Time
◦ Qualities of a good “Client”
◦ Inclusion
◦ Understanding
◦ Communication

Questions

◦ Jake Schlenker, CIC, CRM
◦ Vice Chairman
T: 908-660-0273 Ext 327
E: jschlenker@couchbraunsdorf.com
◦ W: www.couchbraunsdorf.com

